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We value privacy, especially yours

At Asurion, we understand the importance of protecting your privacy. We want you to
understand what personal information (also known as personal data) we collect, why it is
collected, how it is used, and other important information so that you are informed and there are
No surprises.

For clarity, “personal information” means information relating to an identified or identifiable
natural person; an identifiable natural person is one who can be identified, directly or indirectly,
in particular by reference to an identifier such as a name, an identification number, location
data, an online identifier or to one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person.

This privacy notice (referred to hereafter as “notice”) is incorporated as part of the terms of
any agreement that you have with Asurion that applies to your use of the services.

If you do not agree to the terms of this notice, please do not use our services or provide
any personal information.

If you fail to provide certain information when requested, we may not be able to provide the
services you have contracted for.

Where to turn with questions

Data Controller

Why we collect your personal information and the purpose of processing
What's covered by this notice

Personal information we collect

How we share your personal information

How long we keep your personal information

How vou are notified if this notice changes

How we will communicate with you

Individuals under the age of 18

Transferring personal information from the UK and the EU
Security of your personal information

Accuracy of your personal information

Your rights in connection with your personal information

Where to turn with questions

Please contact our Data Protection Officer by email at privacy@asurion.com, by clicking the link
here, or by postal mail at the following address:

Asurion

Attn: UK Data Protection Officer
c/o Office of the General Counsel
140 11th Ave. North

Nashville, TN 37203, USA

You may also submit a general privacy request here.


mailto:privacy@asurion.com
http://www.asurion.com/privacyrights
http://www.asurion.com/privacyrights
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Data Controller

The controller of your personal information is Asurion Europe Limited with its registered offices
at Vantage London, Great West Road, Brentford TW8 9AG ("Asurion"). Asurion Europe
Limited is also authorised and regulated in the United Kingdom by the Financial Conduct
Authority (“FCA”) under FCA register number 502545. Asurion is registered with the
Information Commissioners Office as a Data Controller (number Z2176995).

Why we collect your personal information and the purpose of processing
Personal information we collect when you use our services is needed for the following purposes:

e Contract: to communicate with you, process enrollments, bill and collect, make any
payments, process cancellations, process claims or requests that you submit, provide
customer service, administer your service, and manage our supply chain logistics.

o Legitimate interests: for maintaining our books and records, maintaining security and
integrity, monitoring use and performance, quality assurance, fraud detection and
prevention, and product improvement and development.

o Comply with legal requirements: to notify you as required by law in the event of a breach
regarding the security of your personal information. We also use your personal
information to comply with any other applicable UK or EU legal requirements.

What'’s covered by this notice
Any Asurion-affiliated site or service(s) that links to this notice.

This notice does not cover, and we are not responsible for, third-party sites or applications
that may be linked from our sites; linking to them does not imply an endorsement. We are not
responsible for these sites or applications or any information they may collect. You should
always review the privacy notice of any third-party site or application.

Personal information we collect
When you use our services, we may collect the following types of personal information:

e Name;
o Mailing address;
e Email address;

e Mobile phone number and information that identifies your mobile device, such as an
International Mobile Equipment Identity (“IMEI”);

e Information collected after obtaining your permission;
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¢ Any information that you provide as part of the service;

¢ Information provided by your mobile network provider;

o Responses to online, verbal or video surveys that you choose to complete; and
e Other information that personally identifies you or is linked or linkable to you.

Asurion or its affiliates may require you to provide a copy of your driver’s license, passport or
other forms of identification. Additionally, Asurion or its affiliates may request your shipping
and billing information, credit card information or other preferred payment means.

Asurion and its partners use cookies or similar technologies to analyse trends, administer the
site, track users’ movements around the site, and to gather demographic information about our
user base as a whole.

Asurion also gathers certain information about the use of Asurion’s services, including the
number of unique visitors, the frequency of visits, how users interact with the sites, user
experience preferences, IP address, and other information that may help Asurion improve the
customer experience, mitigate fraudulent activity, and comply with legal requirements. Such
information may include, but is not limited to the following:

Log information

When you visit Asurion’s sites we automatically collect and store certain information in our
server logs. This type of information includes details of how you interacted with our services. It
may include personal information such as: IP address, Unique Device Identifier, or CallerID /
ANI (Automatic Number Identification) information, content of web pages, transaction with APIs
(Application Program Interface), transactions with IVR (Interactive Voice Response) systems,
activity and content of visitor interaction with call center representatives, application usage
activity, hardware information, hardware and system settings, browser type, browser language,
the date and time of your request, referral URL, etc.

Cookies

A cookie is a small data file that is managed by your web browser or other application and
stored on your local system. Asurion uses first and third-party session and persistent cookies to,
among other things, identify your computer during a particular interaction and analyse your
behavior during a particular visit.

Most web browsers allow some control of most cookies through the browser settings. Find out
how to manage cookies on popular browsers:

* Google Chrome

* Microsoft Edge

* Mozilla Firefox

* Microsoft Internet Explorer
* Opera

* Apple Safari

To find information relating to other browsers, visit the browser developer's website.
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If you choose to decline cookies, you may not be able to fully use Asurion’s services.

You may also use our ‘Cookies Settings’ function on our website to opt-in to non-Strictly
Necessary cookies, and subsequently withdraw your consent at any time if you so choose.
You can find more information about cookies at allaboutcookies.org and youronlinechoices.eu.

Pixel tags

Pixel tags, also known as web beacons, help Asurion better manage user experience and
content tracking. Pixel tags are tiny graphics with a unique identifier, which provide a similar
function to cookies and are used to track user interaction with content provided by Asurion or an
affiliate organisation. In contrast to cookies, which are stored on a user’'s computer hard drive,
pixel tags are embedded invisibly within content. The small size and transparency of pixel tags
are not intended to deceive content recipients, but minimise distraction.

Third-party data sources

Asurion may leverage external data sources in order to provide context and background on the
users of its services in order to improve customer experience, mitigate fraud or malicious
activity, or comply with internal company and external regulatory requirements.

How we share your personal information

We will not use or disclose your personal information to third parties except as explained in
this notice.

Asurion may transfer your personal information:

* To non-affiliated companies that include telecommunication carriers, banks and/or
debit/credit card payment processors, security services providers who send
communications on our behalf and third parties providing claims fulfillment, supply chain
logistics, data center operations, information technology, customer service and
monitoring the quality assurance of customer service. These companies are required to
comply with the principles set out in this notice and only use such personal information
for the purposes for which it was provided to them;

* To athird-party, in the event of a proposed or actual purchase, sale (including a
liquidation, realisation, foreclosure or repossession), lease, merger, amalgamation or
any other type of acquisition, disposal, transfer, conveyance or financing of all or any
portion of its business or of any assets or shares of our business or a division thereof in
order for you to continue to receive the same or similar products and services from the
third-party. In these circumstances, personal information may be shared with the actual
or prospective purchasers or assignees, or with the newly acquired business.


https://www.allaboutcookies.org/
https://youronlinechoices.eu/
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o If we: (i) believe in our sole judgment that such disclosure is reasonably necessary to
comply with an EU or UK legal process (such as a court order, subpoena, search
warrant, etc.) or other legal requirements of any governmental authority, (ii) would
potentially mitigate our liability in an actual or potential lawsuit, (iii) is otherwise
necessary to protect our rights or property, or (iv) is necessary to protect the legal rights
or property of others.

How long we keep your personal information

To determine the appropriate retention period for personal information before we securely
destroy it, we consider the amount, nature, and sensitivity of the personal information, the
potential risk of harm from unauthorised use or disclosure of your personal information, the
purposes for which we process your personal information and whether we can achieve those
purposes through other means, and the applicable legal requirements.

In some circumstances we may anonymise your personal information so that it can no longer be
associated with you, in which case we may use such information without further notice to you.

How you are notified if this notice changes

We may change this notice from time to time. If we do, we will post the updated notice with the
last revised date. Your continued use of the site, product or service means that you consent to
the updates. You should periodically read the notice to understand our privacy practices. If we
make material changes to this notice, then we will notify you in the site, product or service and
seek your explicit consent where required.

How we will communicate with you

We will communicate with you by SMS, email or in writing using your given contact details. We
will also send certain communications by SMS to the mobile number associated with your
airtime contract.

Individuals under the age of 18

Our services are not directed to, and we do not knowingly collect personal information from,
individuals under the age of 18. If a child is accessing services without your consent, please
contact us by using the information provided below so that we can remove any personal
information provided.

Transferring personal information from the UK and the EU

Personal information we collect from you may be processed by Asurion and third-parties as
described in the “How we use your personal information” section in the United States and other
countries and used consistent with your relationship with Asurion and the practices described in
this notice.

Personal information will only be transferred to locations outside of the EU and the UK where
permissible legal structures exist or where the country is deemed “adequate” by the EU
Commission.
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Security of your personal information

Unfortunately, no data transmission over the Internet can be guaranteed to be 100% secure,
and any information you send to us you do so at your own risk. However, we have put in place
technical and organisational measures designed to provide appropriate levels of security for
your personal data. Reasonable administrative, logical, and physical controls are in place to
prevent your personal information from unauthorised access, use, disclosure, loss or theft.

Accuracy of personal information

While we take various steps to ensure the accuracy and completeness of your personal
information, we rely upon you to provide accurate and complete personal information when
interacting with us.

Your rights in connection with your personal information
Under certain circumstances, by law you have the right to:

* Request access to your personal information (commonly known as a ‘data subject
access request’). This enables you to receive a copy of the personal information we hold
about you.

* Request correction of any incomplete or inaccurate personal information that we hold
about you.

* Request erasure of your personal information when there is no need for us continuing
to process it or you have exercised your right to object to processing (see below).

+ Object to processing of your personal information where we are relying on a legitimate
interest (or those of a third party) and there is something about your particular situation
which makes you want to object to processing on this ground.

* Request the restriction of processing of your personal information to suspend the
processing, for example if you want us to verify its accuracy or the reason for processing
it.

* Request the transfer of your personal information to another party.

If you want to exercise any of these rights, please contact the Data Protection Officer here or
using the information in the Where to turn with questions section at the top of this notice. Valid
requests will be honored within 30 calendar days of request and can be extended for another 2
months for complex requests with notification of the reasons for the extension to you.

You will not have to pay a fee to access your personal information (or to exercise any of the
other rights). However, we may charge a reasonable fee if your request for access is unfounded
or excessive. Alternatively, we may refuse to comply with the request in such circumstances. In
addition, there may be requests that we cannot process because of other applicable EU legal
requirements. If a request is denied, we will notify you of the reason.

We may need to request specific information from you to help us confirm your identity and
ensure your right to access the information (or to exercise any of your other rights). This is


http://www.asurion.com/privacyrights
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another appropriate security measure to ensure that personal information is not
disclosed to any person who has no right to receive it.

You also have the right to lodge a complaint with the UK Information Commissioner’s Office of
other EU supervisory authority. However, if you have a complaint regarding the processing of

your personal information we request that you first contact the Asurion Data Protection Officer
here, or as indicated in the Where to turn with questions section of this notice and we will reply
promptly.


http://www.asurion.com/privacyrights

	We value privacy, especially yours
	Where to turn with questions
	Data Controller
	Why we collect your personal information and the purpose of processing
	What’s covered by this notice
	Personal information we collect
	How we share your personal information
	How long we keep your personal information
	How you are notified if this notice changes
	How we will communicate with you
	Individuals under the age of 18
	Transferring personal information from the UK and the EU
	Security of your personal information
	Accuracy of personal information
	Your rights in connection with your personal information

